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ABSTRACT
The article deals with the protection of consumers” personal data in the energy
services market, considering the penalties imposed by national supervisory authori-
ties between April 2018 and December 2022. The publication discusses Principles of
personal data processing in the energy sector and Innovative technological solutions
and technical safety in the policy of sustainable development. The author focuses on
administrative fines imposed in the energy sector in Europe. The article recognizes
the role that administrative fines can play in defining a new category of state revenue.
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INTRODUCTION

It seems that energy sector is an area where investment in digital transfor-
mation took place faster and more willingly than in other socio-economic
sectors. It was linked to the desire to develop the current activity. The energy
sector is undergoing a “digital revolution”, where information and commu-
nication technologies (ICT) are increasingly used throughout the energy
infrastructure, leading to the increasing digitization of production, storage,
and consumption processes (Barichella, 2019, p. 1). Each investment and
development, while using modern technological solutions, is not only an
organizational and economic challenge, but is also burdened with the need
to build mechanisms and use tools that guarantee a high level of security of
processed data, including personal data. The rapid development of digital
technologies, observed since the late 1970s, resulting in the expansion of
the catalog of traditional threats to physical security, currently provides the
basis for defining new digital threats resulting from the interconnectedness
of physical and virtual services, and recently also from the exploitation of
huge data sets (Eriksson, Giacomello, 2007, pp. 14-15; Schneier, 2015, p. 244).
Popularization of the issue of personal data protection, is becoming an in-
separable element of a modern model of a consumer using services offered
by entities from the energy sector. With the increase in society’s dependence
on digital technologies, many methods of ensuring security have been im-
proved. Currently, they address issues such as control over data, resilience of
IT systems and overall capacity for technological development. It is possible
to say that security has been digitized (Rajavuori, Huhta, 2020, p. 353-367).

The impact of EU regulations imposing obligations regarding the need to
ensure the security of processed personal data on the activities of regulatory
authorities is very large. The extra-territorial scope of the Regulation (EU)
2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/
EC (“GDPR”) is significant. There is no doubt that energy companies are
increasingly becoming data companies, while using data concerning not
only energy, but above all personal data, which are tools for energy efficiency
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mechanisms. For this reason, the impact of personal data protection rules on
the energy sector is extensive.

Among the many areas in which entities from the energy sector are obliged
to pay particular attention to the protection of consumer personal data, the
following areas can be distinguished:

a. areas related to the actual use of energy and used to perform the trans-

mission contract;

b. areas related to the use of online platform that facilitates ongoing
control of expenses, monitoring of energy consumption in connection
with the installation of a remote reading meter;

c. areas related to marketing and promotional activities.

The implementation of smart meters is associated with complex personal
data processing operations. The vast majority of data subjects may not be aware
of the nature of these operations, the organizations that use their data, and
the potential impact this may have on their privacy. The consequence of the
lack of awareness of the processing of personal data is that these persons are
not able to make informed decisions in this regard. In practice, once a con-
nectivity-enabled smart meter is installed, it may be difficult for consumers
to prevent meter data collection. It is necessary to focus on the impact of
the changes observed in the energy sector on the obligations related to the
need to securely process personal data of consumers on this market. This is
expressed not only in the need to determine whether data from measuring
devices can be qualified as personal data, but also what obligations rest on
energy distributors towards persons whose data is processed.

LITERATURE REVIEW

From the perspective of the subject of this study, it is important to establish
a catalog of personal data in a way that allows to determine the status of the
so-called measurement data. The term “personal data” is generally defined as
any information relating to an identified or identifiable natural person. An
identifiable natural person is one who can be identified, directly or indirectly,
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in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific
to the physical, physiological, genetic, mental, economic, cultural, or social
identity of that natural person. The literature points out that identifiability
depends on whether, taking into account the factors listed above, it is possible
to identify the person to whom the data held by a given company or institution
relates. Both in the literature on the subject and in the jurisprudence, a subjec-
tive and an objective concept can be distinguished in relation to the concept
of personal data. According to the first concept, identifiability depends on
the circumstances: a good example can be a PESEL number - for one person
it may be only a sequence of eleven digits, especially when that person does
not know that it is indeed someone else’s PESEL number and does not have
any additional data identifying the person to whom the number relates, for
another person (who has additional information), the same PESEL number
may be personal data. According to the second concept, there is a presumption
that any information about a person is personal data (Mednis, 2020, p. 934
et. seq). This concept is valid from the perspective of measurement data.
The literature also emphasizes that in order to determine whether a par-
ticular method can be used with reasonable probability to identify a person,
all objective factors such as the cost and time needed to identify the person,
as well as the technology available at the time of data processing and techno-
logical progress should be taken into account. Such an approach and reference
to the criterion of “technological progress” makes it possible to conclude
that the scope of the concept in question may change over time, because
information which currently cannot be connected to a specific person, in
the perspective of progressing civilization and technological development,
can potentially be classified as personal data in the future (Sakowska-Baryta,
2018, p. 23 et. seq). Personal data may therefore take various forms, such
as: photos, videos, recorded voices (Mednis, 2020, p. 35), so-called biomet-
ric data, pupil features, fingerprints, facial features, hand geometry (Drozd,
2007, p. 41), messages expressed and saved in any way, regardless of the
manner, scope, and freedom of their sharing, and regardless of the way they
were obtained (Barta, Fajgielski, Markiewicz, 2004, p. 370). It is not possible
to determine in advance a catalog of information, even of an open nature,
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which may be considered as personal data. This catalog is open, and the rep-
resentatives of the doctrine emphasize that any attempt to close it is doomed
to failure due to the ongoing technical and technological development. It is
popular in the literature to state that any information, regardless of the way
and form of its expression, may be assessed from the point of view of the con-
cept of personal data and any information may be considered as information
of a personal nature. Specific information does not have to be universally
understood either (Sibiga, 2003, p. 33). The legal nature of this information
will be assessed individually for each of its holders. It does not have to be true
either (Barta, Fajgielski, Markiewicz, 2004, p. 371). This should be understood
in such a way that it may refer to circumstances that objectively do not exist,
but it can be assigned to a specific, identifiable natural person. The status of
personal data can therefore potentially be granted to any information relating
to a natural person, including data of an economic nature, relating to work
life, etc. (Dammann, Simitis, 1999, p. 109).

In addition to the obvious data identifying persons (e.g., name and sur-
name), contact details (e.g., telephone number, e-mail address), or address data
(e.g., mailing address, address of residence), a modern catalog of personal data
processed in the energy sector is extended with measurement data, which is
related to the policy of installing smart metering systems. Energy consump-
tion patterns obtained from smart meters can reveal much more than just the
amount of energy used. A smart meter can record every fifteen minutes (or
less) what someone is doing in their home in terms of energy consumption
(Knyrim, Trieb, 2011, p. 121-128). The use of household appliances is an
indicator of human behavior and allows individuals to be identified. Smart
meter data can also reveal if someone is away from home and what house-
hold appliances the consumer is using (Huhta, 2020, pp. 5-22). Finally, such
frequent data collection can reveal consumers’ daily habits, which can affect
their privacy (Tonyali, Akkaya, Saputro, Selcuk Uluagac, Nojoumian, 2018,
pp- 547-557). Therefore, the operation of smart meters involves the processing
of “personal data” and must comply with the EU General Data Protection
Regulation (GDPR) (EDPS TechDispatch, 2019). The fact that data from smart
meters constitute personal data is also confirmed by the Article 29 Working
Party in its opinion. It is clearly indicated that the use of smart meters makes
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it possible to process personal data such as: unique smart meter ID and/or
unique property reference number, metadata referring to the configuration of
the smart meter, a description of the message being transmitted, for example
whether it is a meter reading or a tampering alert, a date and time stamp, or
the content of the message itself. All this information can increase the level
of identifiability of the smart meter user; therefore, it must be qualified as
personal data within the meaning of EU Regulations.

PRINCIPLES OF PERSONAL DATA PROCESSING
IN THE ENERGY SECTOR

THE BASIS OF PROCESSING

The GDPR defines several basic rules for their processing so that this action
is lawful. The dominant legal basis for the processing of personal data in the
energy services sector is the contract to which the data subject is a party. The
subject of the contract also defines the purpose of personal data processing. In
the energy sector, it is not possible to use energy without clearly defining the
rules of access to it (of course, assuming that the use of energy is legal). For
this reason, each entity of the energy sector concluding an energy transmis-
sion contract with a consumer has a clear legal basis for the processing of
personal data.

However, it should be remembered that the subject of the contract defined
as, for example, “enabling the distribution of energy” does not entitle the
personal data controller to use the data provided in the contract, e.g., for mar-
keting purposes or to automatically enter them into mobile applications. Such
actions require a separate legal basis. Signing an energy distribution contract
cannot be treated as consenting to receive commercial information, a news-
letter, or the obligation to use the mobile application. Each processing of per-
sonal data resulting from or related to the use of online platform facilitating
ongoing control of expenses or related to marketing and promotional activities
requires the consent of the consumer of the energy services market. This con-
sent should be expressed by means of an unambiguous, confirmatory action,
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which expresses the voluntary, informed, and unambiguous consent of the
data subject to the processing of personal data concerning the data subject
for the purposes of that specific situation and take the form of a written
(including electronic) or oral statement. If the data subject is to give consent
in response to an electronic inquiry, the inquiry must be clear, concise, and
not unnecessarily disruptive to the use of the service to which it relates. An
exception to the need to obtain consent may be a situation where we are
dealing with the monitoring of energy consumption in connection with the
installation of a remote reading meter. It seems necessary to determine that
in this case the dominant basis will be the fulfillment of the legal obligation
imposed on the controller.

THE PRINCIPLE OF MINIMALISM AND THE PURPOSE AND TIME OF
PERSONAL DATA PROCESSING

The basic obligation of entities in the energy services sector is to correctly
define the purpose of data processing and the time of their storage. This
means that the controller should not process more personal data than it is
necessary for a specific purpose. The concept of adequate data is not synon-
ymous with the concept of their necessity. When concluding an energy dis-
tribution contract, information about the number and age of the consumer’s
children can be obtained. This information is not necessary to conclude an
energy distribution contract, but it is adequate for the purpose for which it
is collected. It can be assumed that a client who has children in early school
age will consume less energy than a client with children in their teenage years
who play computer games every day. However, the Polish translation of the
GDPR says that the data must be e.g., limited to what is necessary in relation
to the purposes for which they are processed. The purpose will be different
in the case of performance of the transmission contract, and different in the
case of using the mobile application or newsletter by the consumer. Each
time, the controller is obliged to specify this purpose and adapt the process of
data processing actually necessary to its implementation. For example, in the
case of performance of a transmission contract, the scope of data processed
will certainly include identification and contact details (such as, for example,
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name, surname, date of birth, tax identification number, postal address, e-mail
address, telephone number, place of residence, cadastral data, permit for
construction), but also data on energy consumption and environmental data
as well as bank data. In turn, in the case of processing data related to the use
of a mobile application, home automation or newsletter service, the scope of
processed data may be extended. It may include, for example, information
collected from devices installed at the customer’s premises, such as: room
temperature, brightness, peak power, humidity, total electricity consumption,
total heat consumption, motion alarms, on the basis of which it is possible to
determine information identifying a given natural person.

It is important that the data from smart meters are not used in a way that
could lead to the conclusion that they are processed in violation of the law. In
particular, the exact purposes for the processing of personal data should
be clear, legitimate, and specified at the time of collection. The purpose of
processing the data of a customer of the energy services market is most often
related to the functioning of a given website and services. By specifying this
goal in detail, it is possible to isolate tasks related to the need to ensure the
smooth functioning of the website, explain the circumstances of unauthorized
use of the website, as well as create internal reports and analyzes (including
statistics on the views of subpages of a given website), improve the quality of
services provided, and possibly — send the service recipient a newsletter to the
indicated e-mail address. While the purposes resulting from the provision of
transmission services are clear and unambiguous, in the case of marketing and
information activities, it is necessary to have separate consents to document
a valid basis for data processing. It is worth emphasizing that the purpose
of processing personal data by entities guaranteeing the supply of energy is
primarily the performance of the contract for the supply of energy. In this
regard, the purpose of processing, depending on the stage at which the col-
lection and further processing of data takes place, may be both preliminary
activities (such as those related to connection, switching, commissioning and
termination of energy supply) and directly related to the implementation of
an already concluded contract (e.g., consideration of any requests for infor-
mation, complaints). The secondary goal is to ensure energy efficiency and
other actions related to this, such as intervention in the furnace or central
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heating installation, installation of photovoltaic panels, insulation, handling
of all information requests, consideration, and handling of complaints, etc. In
turn, in the case of data processed in connection with the installation of smart
meters, the purpose of processing may be the performance of a contract for
the supply and possible installation of devices at the user’s premises, includ-
ing home automation, as well as processing and sending reports on energy
consumption and environmental data.

Almost every controller processes personal data also in order to pursue
legitimate interests, as well as to fulfill the legal obligation incumbent on the
controller.

INFORMATION OBLIGATION

When collecting data, the so-called information obligation must be met,
i.e., it is necessary to inform the persons whose data are collected about who
will process them and for what purpose, what rights those persons have, to
whom the data will or may be made available, etc. It is particularly important
to precisely define the purpose of data processing at the beginning, because its
change during the processing may sometimes turn out to be impossible, which
results from the content of Article 5(1)(b) of the GDPR, which specifies that
personal data is collected for specific, explicit, and legitimate purposes and not
further processed in a manner that is incompatible with those purposes. The
purpose of the information obligation is to draw the attention of the person
whose data are processed to the entire process related to the specific use of this
personal data. Organizing this area of personal data processing is an extremely
important element of a properly implemented policy of secure personal data
processing. Although it seems that the implementation of this obligation
does not contribute anything to the everyday functioning of the consumers,
in fact it gives them the opportunity to control the areas in which their per-
sonal data are processed. Importantly, a large part of the administrative fines
imposed in Europe relates to non-performance or partial implementation of
this obligation, which will be the subject of the further part of the study. The
installation of remote reading meters is associated with increased fulfillment
of information obligations towards consumers. The operator of the electricity
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distribution system provides the final customer with information about the
meter during or before the installation of the remote reading meter, including,
inter alia, information about the processing of personal data of this recipient
(Act of 10 April 1997 - the Energy Law Act (uniform text, Journal of Laws
of 2021, item 716).

APPLICATION OF APPROPRIATE SECURITY MEASURES

When discussing security measures, the focus is naturally on the security
of smart meters. However, it should not be forgotten that this issue relates to
the processed personal data as a whole and the way of organizing work and
the area in which personal data is processed in order to minimize the risk of
personal data breach. Nowadays, it is inevitable to keep records with the use
of electronic data carriers, ICT systems or applications. In order to ensure
proper security of the above tools and protection of personal data, three types
of organizational security measures may be implemented.

Firstly, in terms of physical threats, the buildings where the headquarters
of entities from the energy services sector are located should be protected by
an alarm system, and the rooms where personal data processing takes place
must be adequately protected. Moreover, the rooms in which data are pro-
cessed should not be accessible directly, and during the absence in the room,
it should be locked in the presence of third parties. Computer printouts with
personal data must be stored in closed rooms. In turn, in the case of install-
ing computer network systems, network cabling should be laid in protective
covers so that the section connecting the computers is as short as possible.

Secondly, in terms of threats resulting from access to data by unauthorized
persons, it is worth introducing solutions according to which only authorized
employees and members of the personal data controller may be allowed to op-
erate the I'T systems in which personal data is processed. Access authorization
systems must be used in all IT systems where personal data are processed, and
computer printouts or information carriers containing personal data which
are intended for liquidation must be destroyed.

Thirdly, in terms of threats resulting from the actions of users, all persons
authorized to process personal data should be obliged to keep the processed
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data secret, also after the authorization expires. In addition, all persons au-
thorized to process personal data must be trained in the provisions on the
protection of personal data, and individual access rights to personal data must
be established for individual persons authorized to process personal data, if
technically and organizationally possible. One of the important safeguards
is also the prohibition of copying databases or printouts from databases for
purposes other than archiving and/or transferring data to an authorized entity.

At the same time, it should be remembered that smart meters must be se-
cured with solutions that minimize the risk of cyber-attacks. These products
cannot be exposed to any manipulation, which means that data exchange
should be encrypted and go directly through the electricity and telephone
network, avoiding the vulnerabilities of the Internet. Hardware resistance to
potential tampering should be associated with the ability to generate private
encryption keys for use in transferring data (Desarn-Luksaud, 2017, p. 32).
Importantly, these entities must also ensure that appropriate safeguards are
implemented to minimize the risk of third parties gaining access to data. There
is no doubt that consumer data can be processed for clearly defined purposes
and in accordance with applicable data protection laws. The use of smart
metering can lead to the tracking of persons’ daily lives in their homes and
buildings. For this reason, an important obligation of entities processing per-
sonal data is the need to inform the person whose data are processed about
this fact. This information should be broad and include all information related
to the processing of personal data. The energy services sector is threatened
by digital security issues ranging from cybersecurity of energy systems (Sun,
Hahn, Liu, 2018, p. 45) to privacy in smart systems (Véliz, Grunewald, 2018,
p. 702) and ultimately geostrategic competition in the field of energy tech-
nologies (Goldthau, 2019, p. 29) that have infiltrated the public and private
domains both at home and abroad.

Implementation of appropriate technical solutions minimizes the risk not
only of unauthorized use of personal data, but also of access to them by
unauthorized persons, and consequently — reduces the risk of imposing an
administrative fine. The analysis of administrative decisions leads to the con-
clusion that the contemporary consumer model is characterized by high legal
awareness. In many cases, the fines imposed resulted from a complaint filed
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by an individual entity, not a group of persons seeking to determine whether
a personal data breach had occurred. For this reason, vigilance of entities from
the energy services sector should be particularly maintained.

INNOVATIVE TECHNOLOGICAL SOLUTIONS
AND TECHNICAL SAFETY IN THE POLICY
OF SUSTAINABLE DEVELOPMENT

One of the major challenges faced by energy sector enterprises is the imple-
mentation of innovative technological solutions that will not increase the risk
of unauthorized disclosure or leakage of processed personal data. Currently,
a trend related to the climate policy of the EU countries can be observed, the
aim of which is to replace 80% of electricity meters with smart meters. This
requirement stems directly from the EU Directive 2009/72/EC of the European
Parliament and of the Council of 13 July 2009 concerning common rules for
the internal market in electricity and repealing Directive 2003/54/EC, impos-
ing an obligation for each Member State to replace 80% of traditional electricity
meters with smart meters by 2020. From the point of view of metering data
protection, this is an extremely beneficial solution that can affect electricity
costs, as well as time optimization due to the fact that they enable remote
reading and analysis of energy consumption. Their introduction involves the
implementation of not only technical, but also access facilitations. The reason
for this is that the recipients with access to the Internet can check how much
energy they have used so far at any time. In the situation of introducing such
facilitations, the issue of protecting the collected data and ensuring their pri-
vacy is often forgotten. Focusing on savings caused by the fact that billing is
based on actual energy consumption may negatively affect the need for par-
allel implementation of technological solutions ensuring the security of data
processed in the network. The implementation of energy-saving solutions in
the industry, services and households is a response to the development and
improvement of technology.

The policy of ensuring security requires continuous improvement
of technologies for detecting and forecasting the development of threats,
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ICT information processing, protection and counteracting threats and liq-
uidation of their effects (Zborowski, 2010, p. 19). Environmental protection

and sustainable development policy must be implemented in parallel with the

policy of safe processing of personal data. This position was also confirmed by
forecasts and strategic documents, in which key areas for technical security is-
sues in the years 2015-2020 were indicated (FuTMaN), such as: teleprevention,
teleservice, monitoring of products and materials, smart identifiers and access

cards, personal data protection, preventing the possibility of a serious indus-
trial accident, minimizing the effects of a major accident in relation to people,
the environment and material values, designing technologies, machines and

devices in a way that ensures their safe use, automation of management in the

event of crisis threats. It seems that ensuring sustainable development in the

field of personal data protection (Zborowski, 2010, p. 22) requires improving

the effectiveness of limiting the risk of unauthorized access or unlawful shar-
ing and disclosure of personal data by coordinating activities in the effective

implementation of new technologies and applying the best practices in the

field of technical and organizational solutions focused on prevention.

Both smart grids and smart meters are devices that help both consumers
and suppliers to adjust their energy consumption by providing real-time in-
formation on energy consumption and automatically turning certain devices
on and off to optimize grid load. Smart meters have two key functions. On the
one hand, smart meters can empower consumers by providing information
on their energy consumption and/or generation, allowing them to adjust their
consumption patterns and participate in demand response programmes and
other services so that their energy costs can be reduced. On the other hand,
smart meters are also a means for Distribution System Operators (DSOs) to
keep track of energy demand and the functioning of their networks so that
they can fine-tune their system operation to lower operation and maintenance
costs (Lavrijssen, Espinosa Apraez, Caten, 2022, p. 1088). Although technical
solutions are extremely attractive, it is necessary to remember about the risks
related to the privacy of persons whose data would be collected. The collection
of information on electricity consumption in each household may involve the
collection of data about an identifiable natural person, and consequently — the
collection of personal data. “Smart metering systems” and their spread across
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Europe increases the amount of collected and processed personal data. The
concept of security plays an important role in the strategy of sustainable de-
velopment. It is regarded as a key factor for business success and is an integral
part of technical activities. Technical safety has a progressive and measurable
impact on reducing not only the number of accidents at work, road accidents,
occupational diseases, environmental disasters and incidents, and losses re-
lated to accidents, but may also involve minimizing the situations justifying
the imposition of various administrative fines (e.g., due to breach of security
of personal data processing).

With the increasing digitization of the energy sector, it faces an increasing
number of threats that require a careful cybersecurity risk assessment in
order to take appropriate countermeasures. Social and technological inno-
vations play an important role in achieving the energy transition (Hoppe, de
Vries, 2019, p. 141). This is due to the fact that the existing solutions used in
older systems were designed at a time when cyber security was not taken
into account by entities processing personal data both in the energy sector
and in other areas. In terms of technical security in the area of personal data
protection, the need to use various types of tools can be distinguished. These
are: a) technical systems supporting the security of personal data and pro-
cessing processes, b) systems for monitoring and diagnosing data processing
procedures, and c) systems increasing the security of processed personal
data. Currently, there is a need to define new approaches to security in the
field of detecting and preventing threats and building protection of personal
data against cyber-attacks.

ADMINISTRATIVE FINES IMPOSED IN THE ENERGY
SECTOR IN EUROPE

In order to increase the degree of enforcement of the provisions of the
Regulation, the EU legislator introduced the possibility of imposing admin-
istrative fines on entities obliged to comply with the provisions of the EU
Regulation. At the same time, it was stressed that in most countries the insti-
tution of an administrative fine is known. In those countries where such an
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institution is not known (e.g. Denmark and Estonia), such penalties are re-
placed by a fine with an effect equivalent to an administrative fine. An ad-
ministrative fine should be equated with the monetary sanctions specified
in the law. They are imposed by a public administration body, by decision,
following a violation of the law involving either a failure to fulfill an obligation
or a violation of a prohibition incumbent on a specific entity. These fines may
be imposed in addition to or instead of the relevant measures imposed by the
Regulation by the national supervisory authority. Moreover, if the infringe-
ment is minor or if the imminent fine would impose a disproportionate burden
on a natural person, a warning may be issued instead. However, supervisory
authorities should pay due regard to the nature, gravity, and duration of the
infringement, the intentional or negligent character of the infringement, the
actions taken to mitigate the damage, the degree of responsibility or any rel-
evant previous infringements, the manner in which the infringement became
known to the supervisory authority, compliance with measures imposed on
the controller or processor, adherence to approved codes of conduct, and any
other aggravating or mitigating factors.

Article 83 of the GDPR provides for three types of fines (and two ceilings).
Two types of fines, i.e., higher and lower, are independent, and their maximum
amount depends on the type of violation found by the authority. The third
type, on the other hand, is successive to the legal measure already applied
by the authority in the form of corrective powers specified in Article 58(2)
of the GDPR (Litwinski, 2021, p. 545 et seq). A dependent fine is imposed
in the event of non-compliance with the orders under Article 58(2) of the
GDPR. It amounts to a maximum of EUR 20,000,000, and in the case of an
undertaking, up to 4% of the total worldwide annual turnover of the preceding
financial year, whichever is higher. Independent fines are fines, the imposition
of which is determined by the findings of the supervisory authority that the
infringement took place. The independent lower fine is up to a maximum of
EUR 10,000,000, and in the case of an undertaking — up to 2% of the total
worldwide annual turnover of the preceding financial year. Secondly, the
independent higher fine, which is up to a maximum of EUR 20,000,000,
and in the case of an undertaking - up to 4% of the total worldwide annual
turnover of the preceding financial year. In both cases, the higher of these
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amounts applies. Clarification of the rules for determining the amount of
fines in individual European countries is left to national legislators to decide.

In Poland, the funds from the administrative fine are income to the state
budget. They do not contribute to the Office for Personal Data Protection
itself. Thus, the Polish legislator ultimately decided to make the proceeds
from these fines entirely state budget income, even though at the stage of
drafting the national law, it was considered that 1% of the funds from these
fines should be allocated to the activities of a new special purpose fund (the
Personal Data Protection Fund) (Luczak, 2018, p. 1059; Antondow, 2020, p. 33).
The maximum penalties set by the GDPR reach maximum limits incomparable
to any other administrative penalties imposed so far in Poland.

Penalties imposed in the period 04.2018-12.2022
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The analysis of administrative fines imposed in the European Union and
other European countries for the purposes of this study is based on the
analysis of information collected on the website http://safelog.pl, including
information on fines imposed from 12 April 2018 till 3 December 2022. The
list also includes information on decisions imposing fines without indicat-
ing their dates. The analysis covered 1,480 fines imposed in the indicated
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period, of which only 28 fines were imposed on entities from the energy
services sector, which is only 1.89%. In my opinion, this is because entities
in the energy sector are consciously implementing the process of digitization
of services, with full respect for the personal data of the recipients of the
services they provide.

The penalties that have been imposed on entities in the energy sector con-
cern several basic areas. First — they concern the principles of personal data
processing and the legal basis for processing, i.e. Article 5 and Article 9 of the
RODO. The combination of both bases for the financial penalty is justified,
as one of the key principles of data processing is to act in accordance with
legal regulations. On the other hand, processing data without a legal basis or
with an erroneously designated legal basis is incompatible with legal regula-
tions. Therefore, combining the two bases is most reasonable. The Spanish Data
Protection Authority (esp. Agencia Espaiola de Proteccion de Datos) found the
largest number of violations in this area. The violations included the transmis-
sion of an electricity bill containing personal data such as the name, address
and bank account of another customer (penalty of €24,000) (Procedimiento
Ne: PS/00102/2020), whether an error in changing the applicant’s personal data
resulting in its deletion and the entry of a third party’s data, which resulted in
a breach of confidentiality (penalty of 60,000 euros). In another case, there was
a change of electricity supplier without the consent of the data subject (penalty
of €50,000) (Procedimiento N°: PS/00232/2020). Norway’s data protection
authority (nor. Datatilsynet) imposed a fine of €14,900 for camera-based sur-
veillance, which resulted from the installation of a 24/7 webcam on the roof of
an office building with the ability to view the recordings via a live video stream
on Youtube and the administrator’s homepage. This penalty did not directly
relate to a violation through unauthorized disclosure of data, but was related
to creating the possibility of identifying what kind of car the respondents were
driving, what kind of clothes they were wearing, what color hair they had and
other personal characteristics. It became possible for those watching the live
broadcast to identify and follow co-workers, colleagues, friends, family or other
acquaintances. In this case, the violation affected not service recipients, but de
facto employees due to the fact that the illegal camera surveillance involved
a significant number of employees and that many of them were monitored
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repeatedly, some daily. Live broadcasting was considered a violation. The highest
fine imposed for violations of data processing rules and the basis for processing
was imposed in Italy by the data protection authority there (it. Garante per la
protezione dei dati personali) — €3,000,000. This was related to the unlawful
processing of personal data in the context of advertising activities and the con-
clusion of unsolicited contracts for the supply of electricity and gas in a market
economy. As indicated in the decision, many people only found out about the
conclusion of a new contract after receiving a letter terminating the contract
with the previous supplier or the first invoices (Provvedimento correttivo e san-
zionatorio nei confronti di Eni Gas e luce S.p.A).

Not all fines were related to violations of the rules on the processing
of personal data of consumers in the energy services market. A fine of
€40,000.00 imposed by the Cyprus Supervisory Authority (Grafeio Epitrépou
Dedoménon Prosopikou Charaktira) related to the use of an automated
system based on the so-called Brad-Factor to manage, monitor and control
employee sickness absence using a tool-based assessment. The regulator
found that such an evaluation mechanism was not covered by Cypriot labor
law and was therefore used illegally. Another group of violations is related
to the need to implement the information obligation and the rights of data
subjects. The Spanish authority imposed a fine of €1,500,000.00 for failing
to implement the information obligation of data subjects whose data was
being processed (Procedimiento N°: PS/00236/2020). In the European arena,
there has been a tendency to impose high fines for failing to comply with
information obligations. A French authority (fr.: Commission Nationale de
I'Informatique et des Libertés) imposed a fine of €1,000,000.00 for failing
to provide during a telephone contact conducted for advertising purposes
the information that is within the scope of this obligation, also failed to
respect people’s objections to the processing of their personal data for mar-
keting purposes, and even failed to respond to data subjects’ requests in
a timely manner (Délibération SAN-2022-011). The Croatian authority
(cr. Agencija za zastitu osobnih podataka) imposed a fine of €124,245 on
the fuel distribution entity. In this case, the consumer was denied access
to the surveillance footage, arguing that there was no written request, and
no legitimate purpose. Failure to secure the recordings resulted in the fact
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that after a certain period of time (in this case - 7 days) the recording was
erased, which had a decidedly negative evidentiary impact on the further
course of the proceedings. On the other hand, in terms of violations of
security procedures or their non-application in the European arena, deci-
sions are discernible that were based on a finding of failure to take adequate
technical and organizational measures to protect personal data. In the case
of Romania, in a fairly short period of time (i.e., on March 25, 2020, June
18, 2020 and August 22, 2022), three decisions were issued stating that ap-
propriate technical and organizational measures were not implemented to
ensure an adequate level of information security. The most shocking penalty
in terms of amount is that imposed by the Italian regulator in December 2021
in the amount of 26,500,00.00 euros. The amount of the fine was based on
numerous data breach reports to the authority. After receiving hundreds of
reports and complaints from users, the DPA found that the data controller
illegally processed the personal data of millions of users for telemarketing
purposes. Among other things, the DPA found that data subjects received
unsolicited promotional phone calls (Ordinanza ingiunzione nei confronti
di Enel Energia S.p.a.).

It is indisputable that the activities of the entities on which the ad-
ministrative fine was imposed were related to the processing of personal
data. Entities in the energy sector are energy supply companies, thus
having numerous customers with whom contracts are signed. This means
that these entities process personal data on a large scale. The precision
with which they should process personal data is special. Therefore, each
of the penalties imposed, in addition to their penalizing dimension, have
a repressive and preventive character. Due to the large-scale processing
of data, these entities are obliged to process the personal data of their
contractors with special care. The Polish model of qualifying fines as
state budget income can serve as a model for those countries where dues
resulting from imposed fines feed into the budget of the supervisory au-
thority. The placement of administrative fines for violations of personal
data protection in the category of public funds determines the processes
related to their collection, management (Antonéw, 2020, pp. 31-50).
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CONCLUSIONS

Energy companies increasingly rely on data processing technologies using
modern technological solutions. The modern standard is the processing of
personal data in the cloud in order to store large amounts of data. Storing all
the data collected through new information and communication technologies
(such as smart meters) in their own data centers becomes very problematic
for enterprises. The popularization of issues regarding the security of personal
data affects not only the awareness, but also the implementation of solutions
that minimize the possibility of acting inconsistently with the currently ap-
plicable regulations. It seems that the energy sector and the entities operat-
ing in it are aware of these restrictions. This is evidenced by the analysis of
administrative fines imposed on entities operating on the energy services
market. The percentage ratio of fines imposed on energy distribution entities
to the total number of fines is very low. Perhaps the reason for this state of
affairs is greater technological and, consequently, legal awareness related to
the need to implement tools and solutions that take into account the need not
only to minimize cyber risks, but also to create functionalities that ensure the
security of processed data.
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